A. Digital Signature Request User Manual

1. Open your Internet Explorer Browser and enter and a page will open
up just as shown below. Follow the link on top of the page and

you will be directed

Get Digital Signature Download User Manual

The United Republic of Tanzania

(@ ) President's Office, Public Service and Good Governance (

e - Government PKI

How To ... Ingia Kusaini Nyaraka
| ... Create a Digital Signature - Official Emay =
7 Follow the link Create Digital Signature on top of this page and you will be directed to ) 1 &
PKI Public page
2z Click the link request certificate and complete the form with correct details m

(Remember to put in a valid Government e-mail)

3 After completing all the steps, an email with a link will be sent to validate your email
address

4 There after your request will be subjected to approvals and it completed you will be
notified for the same

.. Digitally Sign a Pesonal Document

7 You need to login using your verified GMS credentials

2 On a successful login, upload the pdf document via the browse to locate a document
you wish to sign

3 Provide your digital cerlificale passphrase to complete the process

Copyright © 2018 e-Government Agency .All rights reserved Admin Login | DSMS Ver 1.0.0

2. On the web page click " as shown on the image below

UnitediRepublicaofalianzanial

@ GoveMmment Agenecy PKI

B Home'
eGOV PKI

Your certificates are digital identities that are equivalent to your normal ID (e.g., your driving license, passport or schoollemployer ID card), but in a digital format that can be used on computers and on the Internet. Digital certificates can be
issued to people and/or computer servers and are commonly used for many purposes:

- PKlInfoSSSMy Certificates’

What Are Digital Certificates ?

» Secure Email - for digital signing and encryption of email
» Document Signing - including PDF and Office documents
« Secure Networ Access - to provide a much higher level of security than username/password (eg., for Wireless access)

» Server Authentication (https) - to protect the communication with a Web server (eg., for online banking or eCommerce)

How Do | Get A Digital Certificate ?

Getting your certificate is as easy as saying 1.. 2.. 3! Follow the steps and use your new digital identity to secure your data and your communication over the Internet!

Click Request a Certificate and fill in the required Details at the end of the proccess go into you GMS email to validate the request /

Get CA Certificate Request a Certifit
Install My Certifi




3. Thereafter follow a link with a tag

@mﬁ@@ﬁmﬂo
MUI(P@OG(IGOD

8 GoverMment A@@m@y E@B@H

"X PKI nfo ™ My Cericates

Request a Certficate

Torequest acerticate use one ofthis inks. You il b asked toil n  form anto confirm inserted data. At having completed the request you il have f go o the chosen RA for request approval

Browser Cerfcate Request =1

Request form vith automatic rowser deection
Server Certficate Request
PKCS#10 PEM formatted Request Upload Fom
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4. Enter your correct details as required by the web page. See example below
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Firefox 70 Certificate Request (Vista) - User Details

Please enter your personal data in the following form.

Basic Information
First Name: eGA
Last Name Admim

\User lgentifier (Check NumberWork-ID) |USE CHEQUE WUMBER

Contact Details
E-Mail Address fdminGegegoz |
PPhone Number 754000000
[ Back I Continue

Search’
Software © 2019-2019 by e-Government Agency.



5. Once you’re done entering your details, simply press continues and a web page as
depicted below will appear. Don’t change anything on this page simply press continue to
move onto the next step

UE\JGIJ(__:LEUJIL blicgofgliar i'al
T @IEe, B 'uﬂlmt"m}( Governancel
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" PKlInfo" " My Certificates: i Home

Firefox 70 Certificate Request (Vista) - Certificate Data

Flease enter the certificate data

Certificate Details.

Subject Name [ecamamm ]

Cerlificate Request Group [ users I
Advanced Features

E-vall [admingegagoz ¥

User 1D (it any) [use cequenumeer. ||

Additional Detalls
Certiticate Template * user ~
Selected Registration Aulhority | Trustcenter tseft |
User Policy Agreement

Level of Assurance .

Key Generalion Mode: Srowser (Your Computer) ~

Back | Continue |

Software © 2019-2019 by

6. On this step enter a passphrase and memorize it well as you will be using this
passphrase to sigh documents. Under any circumstance don’t share this passphrase with
anyone. Once you’re done press continue.

UhnitediRepubliciofglianzania

Presiden o HW dlGovernance]

@ GoveMmment Ageney PKI

¥ PKllInfo " My Certificates o Pl

Server Generated Certificate Request - Key Details

Please enter the cerfificate data

Key Generation Details

Signature Scheme RSA v
Key Strength strong v|

Request Verification PIN /
PIN(Min.5chars) e % / /

[needed to verify the cerificate request]

PIN (Min. 5 chars) |sensenn
[enter it again for i

[ Back | Continue




7. Read User Certificate Agreement and press continue if you agree with the terms

\UnitediRepubliceo fs 'ﬁtmaamﬂa
President;sfOrficey W [Governancel]

e GoveMmment Agency PKI

PKIlnfo My Certificates i3 Home
User Agreement
Please review the User Agreement
User Certificate Agreement
User Certificate Agreement
Certificate End User Agreement
(General Level of Assurance)
THIS CERTIFICATE END USER AGREEMENT ("Agreement”) is made between eGOV PKI ("eGOV PKI") and a certain certi applicant ("Employee"). In consideration of the promises in this Agreement, and intending to be legally
bound, the parties agree as follows:
CERTIFICATION PRACTICE STATEMENT (CPS)
€GOV PKI’s Public Certification Services are governed by the
GOV PKI CPS.
You agree to use the Digital Certificate and any related CA services only in
accordance with the CPS. It is published on the Internet in the eGOV PKI
repository at https://pki.gov.go.tz/pki/pub/policy.html
RIGHTS, DUTIES & LIABILITIES OF eGOV PKI
€GOV PKI provides limited warranties, disclaims all other warranties,
including warranties of merchantability or fitness for a particular purpose,
limits 1liability and excludes all liability for incidental, consequential, and .
punitive damaces as stated in the CPS.

[ Back [ Continue ]

8. Click generates Request to complete Your Certificate request. Thereafter go into your
Government email to confirm your request.

ited Republic O fa
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Firefox 70 Certificate Request (Vista) - Final Step

Following are listed data received. Please check carefully information here reported with the ones in your possession.

Certificate Request Summary

Basic Information
First Name eGA
Last Name Admim
User Identifier (Check Number/Work-ID) USE CHEQUE NUMBER

Contact Details
E-Mail Address admin@ega go.tz
Phone Number 754000000

Distinguished Name
Subject Name GA Admim
Certificate Request Group Users

Advanced Features
E-Mail admin@ega go.z
User ID (if any) USE CHEQUE NUMBER

Additional Details
Certificate Template * User
Selected Registration Authority Trusteenter itself

User Policy Agreement
Level of Assurance High
Key Generation Mode Browser (Your Computer)

Key Generation Details
Signature Scheme: RSA
Key Strength

Back |11 Generate Request J —




Kindly note that you will need to go into your GMS mail account and confirm your
Certificate request, on a failure to do so; your certificate request will not be processed.

On a successful issuing of your digital certificate in request and email will be sent to you
with a link to follow and authorize use of your digital Signature for Document Signing to
DSMS (Digital Signature Management System).



B. Personal document Signing.

1. Open up your browser and enter the url saini.serikali.go.tz and a page as shown below
will appear. On the right side of the web page you will find a description “
”. Please use your Government email and password to

sign in.
The United Republic of Tanzania
President’'s Office, Public Service and Good Governance
e - Government PKI
How To ... Ingia Kusaini Nyaraka
| ... Create a Digital Signature - Official Email =

1 Follow the link Create Digital Signature on top of this page and you will be directed to Password £

PKI Public page
2 Click the link request certificate and complete the form with correct details m

(Remember to put in a valid Government e-mail)

3 After completing all the steps, an email with a link will be sent to validate your email
address.

4 There after your request will be subjected to approvals and it completed you will be
notified for the same

... Digitally Sign a Pesonal Document —

1 You need to login using your verified GMS credentials

2 On a successful login, upload the pdf document via the browse to locate a document
you wish to sign

3 Provide your digital certificate passphrase to complete the process.

Copyright ® 2019 e-Government Agency .All rights reserved. Admin Login | DSMS Ver 1.0.0

2. On asuccessful sign in you will be directed to a page where you will click choose file to
locate a PDF document you want to sign there after provide you Digital Certificate
passphrase to complete the process. If the passphrase is correct a pop will appear with
an option to view the signed document or save it into your local PC.



Get Digital Signature Download User Manual v Jjoseph.msaky@ega.go.tz

The United Republic of Tanzania
@ President’s Office, Public Service and Good Governance
e - Government PKI

Now! Sign your Document ...
| ... PDF File ONLY! (.pdf) =

. | Mo file selected E

ur Passphrase

Sign your document

C. INSTALLING ROOT CA CERTIFICATE ON ADOBE READER FOR SIGNED
DOCUMENTS VALIDATION

1. Open your adobe reader application.
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2. On adobe application window, find on your top left corner then click it and a
drop down menu will appear thereafter click found on the bottom of the
drop down menu. (Alternatively you can press Ctrl +K at once to achieve the same)



[ TOTTIOE B aT - Adobe fcrobat Reader DC

le WO View Windgow Help

Hd

Q

1
Paste Ctrl+V
e = y
Edit PDF Export PDF
Deselect All Shift+Ctrl+A
) (oeen =]
Take a Snapshot
Check Spelling 3
Advanced Search Shift+Ctrl+F
Protection r
Accessibility 3
Manage Tools
Ctri+K

| Preferences...

3. On a preference window,

click

2o 2

Create PDF Combine Files

with description Identities and “

” .There after another window will pop up. As depicted on the image below

click on Trusted certificate tab followed by

tab

1033298 pdf Prefe
Categories:
Digital Signatures
Commenting
Documents Creation & Appearance
Full Sereen !
G ) « Control options for signature creation
c enerd - Set the appearance of signatures within a document
o= Page Display
3D & Multimedia Verification
A i i Accessibility
Eillsssion EdichDg Adobe Online Services + Control how and when signatures are verified
‘ Open ‘_ ‘ ‘ Open ‘_ Email Accounts.
Forms.
Identity Identities & Trusted Certificates
Internet
Javascript - Create and manage identities for signing
+ Manage credentials used to trust documents
Language
|
[ Digital 1D and Trusted Certificate Settings
~  DigitalIDs 4= Import Export |V Certificate Details @ Remove
Roaming ID Accounts. Lt Certificate Issuer Expires
EDICOM CAEDICOMO!

Digital ID Files
Windows Digital IDs

PKC5#11 Modules and Tokens

Trusted Certificates

EID-5K 2011 <pki@sk.ee> EE Certification Centre Root CA <. 2024.03.1810:11:11Z

EID-5K 2016 EE Certification Centre Root CA <.  2030.12.1723:5%:59 7
EIUS TS 1 <pisama@eius.si> Halcom CATSA 1 2022.07.0412:25:30
<

eGOV CA
«GOV PKI
Issued by: <GOV CA
€GOV PKI
Valid from: 2019.09.05 16:36:32 Z
Valid to: 2029.09 02 16:36:32 Z
Intended usage: Sign Certificate (CA), Sign CRL

More...

3

gasure
More...

More...

oK Cancel




4. Click then locate the downloaded certificate followed by open to confirm
selection. There after click tab as seen on the image and check a box next to “

”.To finalize the process click ok then import.

~ Digital IDs 7 "N mport| & Export °F" Certificate Details & Remove
? Ch [« 1 > [ -
oose Contacts to Import
Hia " 019.06.01 07:55:14 Z
This dial 0 al \ did v \ N . P029.09.02 16:36:32 Z
' Sid is dizlog will allow you te select contacts to import inte your trusted identitics. You can alse set the trust for B 54.02.18 10:11:11 Z
3 any certificates associated with the contacts being imported.
P030.12.17 23:5%:59 7
I Contacts P022.07.04 12:25:30 7 w
>
Mame Email Remove
Eleoffice
Certificates
This list displays the certificates associated with the currently selected contact. en CRL
Subject  Issuer Expires Details ...
. Eoffice <ca.admin@... 8/28/2021 12:55
Trust ...
/2'
Help Import Cancel
Impert Contact Settings >
i Digi Certificate Details
~ Subject: Eoffice <ca.admin@ega.go.tz> Details
| Issuer:  Eoffice <ca.admin@ega.go.tz> ;< Expires
N 1
Usage: Sign Certificate (CA), Sign CRL Eor9.06.
P029.09.4
P024.03.
Expiration: 8/28/2021 12:55:30 PM ——
Trust Po22.07.4
|
A certificate used to sign a document must either be designated as a trust anchor or
chain up to a trust anchor in order for signature validation to succeed. Revocation
checking i= jhot performed on or abowve a trust anchor.
Use this §ertificate as a trusted root
If signature validation succeeds, trust this certificate for:
Signed documents or data
[ Certified docurments ien CR
Dynamic content
Embedded high privilege JawvaScript
Privileged system operations (networking, printing, file access,
etc.)
1 -
Certificate Details...
Help Cancel

Tick use this certificate as a trusted root then click ok to finalize. There after you can validate
documents signed under DSMS with e-Government PKI certificates.



